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mm&i mmm 

±&<Dmm<Dj- F^*«©Tffi©pgscD7 - Kiel: vm&zti&y u -«3t 
fc i yttfiay - F£«£u tuiay - K©9t»0M©pgi©f 1 ©>> - kic, 

B&IB3>^>^^fUmt-S^A-rx$:M^$^:-5i:fc : blc, gffsSy - F© 5 *>© 
m5t©PgJI©3l2©y- FtC ltfSBn>^>^0^-r-fe>^$:*ff5$ii: v $e>lC 

r * & 4$«t t -r s fiMait. 

§ 1 -D(DJ- F©T&©Pg«©«tfc©/- FiC itfl2^>f iz>X©:PI&£3M££: 

±&<Dmm<D;~ F#aGR©T&©M©>> - fjc* y'*j*3*i*y u 

v JCJ: -F&SifcU ttflH^ - F©5 *>©m£©PgM©fg 1 <OJ - Ftc, 

lalB^^^^^^^JM^S^A^x^^fS^iirSiit^tc. f&fBy - F©3*>© 

ffife&mm&mzo;- Ftc tufBn>^>y©^>fiz>;*&^)&3i2\ £*>ic 
> i © ; - f <fc y r&© P§«©ffi 3 © / - kjc# js-r s^t>r * y - f=* 
- #«g y e> tix itfis^ x ic> taism 2 © ; - f £ y Tf£©PgJl©f§ 

_t&©pgjf©y- F#«tfc©T&©PmS©/- Ftc<k y#«S*i«y U 
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iz £ y ttrsay - F£M/£u mm j - K©e> t>©m^cr>p§«(Z)^ 1 - fic 

, f&SBfg 1 © y - F<fc y T&©PgJi<Z>gl 3 <D J - FKftlfclrZ'rm — F3r 

£ n > if n - # ic mn £ it 5 ^ n tr =y A „ 
[0 0 0 1] 

[0 0 0 2] 
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[0 0 0 3] 
[0 0 04] 

WiO I'D (D^A^f XT*mm -t 2> Z. £#T* £ Z> «fc O \Z U ti#ffi ■& Bfe 

[0 0 0 5] 

— ^® y St *3tiT v^-s ^ a w * ^ 2 © y - k j; y T&<Dffim<z>m a<dj- 

o 

[0 0 0 6] 

0>pg)i<Z>&&0>y- Rc. ^4^yx<DmteZ>3kft*t$t>lzttfoZ-&Z>£olz-t 

[0 0 0 7] 

©e>*>©^©pgMoH2©y- Fie, nyfyvo^^ £*f;& 3 i±, £ 



&IE# 2002-3008399 



#2001—094803 

-tftiy^T^tiTv^^wxtc, 120; - F<fc yT&©pg«©f§4©y- 

-So 

[0 0 0 8] 

7- FKJ:U«j&£*i3y U-#^{Ci:y 7 - Ffc&^U >> - F©? *>©/M 
, F©e>t>tf>m5£<£>PgJStf>m2tf>>' - Flc, 3>f>ycD7-ft>xOT 

[0 0 0 9] 

ic. fio;-KJ:yT&0BM©i3©;- FicM/s^-s^A^ xy- f*- 
,, tfrnvrnTbtiT^z^A^xiz. ^2©/- F<fcyr^op§M©^4©y-F 

[0 0 10] 

m 1 © ^ - f <fc y r&<z>fi 3 <d j - f iz *f 0 -r * 5 s a x y - f * - y ^ t 

^tiTv^^^xjc, fg2tf>7 - F<k »JT&<Z>PgJi<Z>3fl4 ©7 - FCMfS:^^ 
[0011] 
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#-*yh2tc&, tr^^ry M-i, 1-2 (j^t. ^ne>©^^-fr>h 

[0 0 12] 

[0013] 

[0014] 
[0 0 15] 

®2tC33V^, CPU (Central Processing Unit) 2 lit. ROM (Read Only Mem 
ory) 2 2lClB'Gi:£*lTV^^n?'^A, £ fcttflBlSSlS 2 8 fr&RAH (Random Acc 
... ess Memory) 2 3 ICO - K£ fttc ~?U tf^2±lZ'&-oT&m<DmM%:mft-?2>* * 
^72 0 11 tHWfls&fxVV t$Mfit#£:CPU2 1 {CMt5. RAM2 3JC&£fc 

„ cpu 2 itf^m(Dmm^m^^±iz^x^m^-^^^^M^mm^ti 

[0 0 16] 

tiT^Znyryy7 : -&$:U J %?Z>mm$:nz>o n-f^^2 5H Mittf 
. ATRAC (Adaptive Transform Acoustic Coding) 3 #5£& E y^yV t 2 — 
# K b, AmiJ^>^^ni-x3 2 i&^bt K^-f ^3 Olcg^£*i 
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[0 0 17] 

So 

[0 0 18] 

CPU 2 1, R0M2 2. RAM 2 3 , l*-^fttSt#ap 2 4 , Jttfn— 5 s * 2 5 & 

, 7tx3 i zfrisTmrnzmwiztiT^z* ^.<da^s nzitt.r^ as^> 

^7i-X3 2=bg^£*lTV'>£o 
[0 0 19] 

Am^7>f >^7x-X3 2tCte, 3f-#-h\ V^XfcifJ: yfc£X;W2 6 
, CRT. LCDfc^y&S^-f 7^1/>f, Mt^CXlf-^&ifJ; yfc£ffi7J3P2 7 

, a- K5=-f x*fc£<k y*j*3n*8B*fl» 2 8. z-^-rfrT*-?* 

b2^LT©Ifj!!lIHfe) 0 jSm«P2 9tt*fc. i&<D ? ^ J T > h £ <DmV 
[0 0 2 0] 

S^faMl, )lf^^42, Wf0^4 3, ^V^^ti^^U 

i^MlcjSDTga'l»§l$2 8 tc>f >;* h-;i/$tiSo 

[0 0 2 1] 

^53> H^»#i^-r-5^ 3>r>n-;t3, 7>ft>^tWt4, f&^-fr 

So 

[0 0 2 2] 
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[0 0 2 3] 

CPU2 1&. ^f'y^SKCfe^ Mfg3P 2 9 fefflftl U >f > 

h 2 ^itn>f>*;f- /xsjcr^-fe^s-fr*. ^f9_ys 2^ 

, CPU2 1HU r®IBsgfHi«:Stt%U. M^2 9*>e>, >f>^-*9h2S 
h&#MUT«j*-rs <fce>tc, ^©a^r&fttffcn^^y*- Asa:, 

tf l*^fc3*lfc:3>^>y7 s -*&&febT<.&©*e, ^f'^S 3 tCfeV^T, CP 
U2II1 3iMgP2 9 1:^11, iCDn^r^^r-^^^ftSfc, ttV? 

[0 0 2 4] 
[0 0 2 5] 

*^*:/S 2 1 C^T, -3>^> x :y^Wt3©CPU2 1«U >f>*-*yh 
2*>?>3i#SP2 9 S:^L/t^7^7> M «fc »J7^t^&S»S*^iU 7 

So 

[0 0 2 6] 

^T9^S2 3{CfeV\t, ny^yWr- A 3 ©CPU 2 1 IBH^S 2 8 IC|3 

it^rv^s a xfy^s 2 2©»3ffi*e^yat*4ifc 

ff#T?|g££nfc3>^>y&^#ffi'r„ CPU2 1&, ^fy^S2 4fcfev^t 
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[0 0 2 7] 

fH«§P2 Slzmn^nx^^ny^yy^-^it. n— 5=y *»2 5lc<fcU, 

n > 7- y V 5 s - # -hmmt £ tt -5 £ K ft Z> „ 
[0 0 2 8] 

[0 0 2 9] 

7£tC, XTVZfS 2 SlCfeV^, 13 3 ©CPU2 1 te, BiHHfc L 

EKBC (Kc) ) ^ a>^>y&=fflfll , r*©Kl*ai*i9>f'fe>^*«lM'r*fc«)© 

3<z>CPU2i&. x^^/^s 2 4(D^mvm-^itht^ny^-yyt.. ^vfs 

[0 0 3 0] 

®5&, r©J:e>lcbT> 3>f>^t-^3 ^5>?^>f7> h l izny^y 
, Zltf>7tf-Vy M*. (Header) (Data) £IC J: »J *tf&£*l& 

o 

[0 0 3 1] 

s\y#iZ\,Z, ny^yymm. (Content information) , TrP*)l>mfflmmm 
^ (DRM (Digital Right Management) information ) , ^>f-fe>^.ID (Licens 
e ID) , y>f*-'7UV Z (Mmt*c-'7UV (EKB (Enabling 
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Key Block) ) fccktf, EKB^^^^$tlfe=¥-K EKBC $:ffiVNTBif#^$tl^3> 
^Z/y*-Kc£VT(DT-$K ElBC (Kc) #®J@$ tlX V^„ EKBlCoV>T 

[0 0 3 2] 

^$rWJ-rSfc«)^StI'»^i:bT©3>^> x yiD (CID) „ f03>f>y© 
[0 0 3 3] 

f*2?*;i/*5pJ«3«#K:tt, =2>^>y£^ffi^3^M!l;}3 e J:tWj» (Usage ru 
V les/status) fc, URL (Uniform Resource Locator) #®Jiif SftT ffgfflgi 

[0 0 3 4] 

«>lCi&Mfc^-f 12>x-9— ;U©7 Kl/XT**. ^ -f -fe > X IDte. # £ L 

t i m £ n t ^ § zi > ^ > v & m m -r & £ ^ n t £ ti s 9 a > * & sk su -* & 

[0 0 3 5] 

ftMCDmom^t-fU y 9 (Encryption Blook) JC J: ■ U S *l S 
= #*^ft^ny J-i/VJ]/^? hJV (IV (Initial Vector) ) , — K 

(Seed) , fe<J:t^=i>^>^^~^S:=¥-K'c-eHt^fcLfe5 ; -^E K , c (data)tc 
<fc U#/&£*\,TV^ 0 
[0 0 3 6] 

^-K'cfcju 7^ic<fc y^Sti^ £e>ic, n>^> v y=3 P -Kcii, gL!&T*fg5t£ 
JlS^SeedSr/vy */:x WffclCigJB LTSimS tlfc1BtC<fc y#f£3*l£ 0 
[0 0 3 7] 
K' c= Hash (Kc, Seed) 
[0 0 3 8] 
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[0 0 3 9] 

Z\(D^itlt. ny^yy&rr-Z&SrtJ hffitg^lT, 8A>fh&fC 

T^T*54l<5CBC (Cypher Block Chaning) ^- F^fTfc>*l£o 
[0 0 4 0] 

tl<5„ 

[0 0 4 1] 

[0 0 4 2] 
[0 0 4 3] 

[0 0 4 4] 

[0 0 4 5] 

X^^^S 4 1 JC^3V>T, *^>f T> M C0CPU2 1 a.— tfj^AASP 2 6 
$:i#t5rtT«lfz3>r>7<Z)lMfi (CID) &3tfrr&. £©B*M 
ny?-yv<DZ4 bjv^, mntmT^Z&ziy^yymztt 
# $ ti x & # # if iz <fc y fi m s ti <£ o 
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[0 0 4 6] 

-£l/T, CPU2 l tt, n^^ytfjgjSSftSi:, -e<Dn>^>^lc^fjcS;-r§ 

7 s - # © a. v #IC|Bj£ $ tit V^ £ t> © & £ c 
[0 0 4 7] 

Xf^^S4 2&C*i#> CPU2 1&, ^f^^S4 1 fctlfc^ 

^2 8tcfBM£*iTv^a^^£¥ff)t^£o ^>(±yxtfmu-i$nx^& 

* V^-^lCtt. Xf'y^S4 3lCit<&, CPU2 1WU 9>f iz>;*flfc»*tfl&3&ff-r 

So 

[0 0 4 8] 

>r-fe>X^#^tlfe^, Xf>^S4 4lC5t», CPU2 1&. Ifc#3*lTV> 

s^-r-fe^xtt^mmw^^^^feSTb^^^w^-rso 9>f -fe>x##3WB 

•rs®8#M) £:> ^>fv2 o^c ^ ^:yt^^$tlTv^s^^EH^i:it^•rs3^ 
- ffM^nSo ^>f^>x<z>^WKAi«|JElc»TbTV\Si:W3tStife»^ CPU 
2 Hi, xf>y^S4 5fcjt#. ^-f -fe^xjIif^S&^T-tSo ;n©^>f-fc> 

[0 0 4 9] 

S4 6iC5i^> CPU2 1lct. H|f#>fb$tlTVNSa>^>^5 :r -^$:fHlt§|5 2 8fr 
£>§§#mU RAM2 3 {C^M^-frSo fit, Xff^S4 7lC;J3V^ CPU 2 1 
RAM 2 3 IClHM^^lfeBir-^'fb'^'D y ^©r-^ Bl 5 <D"r~ # KWM^ *l 



1 1 
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[0 0 5 0] 

■fe>X^C^■^tl^V^•7 ^ A>f 7. J - F3r- (DNK) (El 8 ) &M^T, EKB (®5) 

BC (kc) (0 5) ^e>. n>^>y3f-Kc£#£ 3 
[0 0 5 1] 

CPU2 1&, $e>lC Xr')/^S4 8JC£^T, Bf^fb^aS 2 4 K «fc »J 
^nt^y^yyf-^ *n— 5=y ?gP2 5tcgy&U 5*3- FS-tf&o fit 
* , 3-f>^92 5tC<fc y^n- F^tlfc^-**, CPU2 1&, Affi7J-f># 
7i-X 3 2 3^6ffi±«|S2 7JC#jfeU D/A^g|£i2:> Xtf-**> 

o 

[0 0 5 2] 
[0 0 5 3] 

M®lZX"rV7S 6 1 &C&V>T, CPU 2 1 V ^ #t«f i£ £ $ *lTV>39-f 

fc^-tS^T^-feX-t^T Fl/'X^&S., -ezi-e, 6 21C^ 

T, CPU2 1&, Ts^rvzfS 6 1 T*m#bfeURLlCT^irX-r§ 0 Jt:#lftlCtt> £ 
fg§P2 9 ^^LT>f>^-^y h 2frt>?s(1zyxV-A4 tCT V i2 X#£rfc>*l 
S„ ^-f t>^t-A*4 Hu V'yATy hi IZMLT. mA*t2>^4 

•fe>^ (ny^yy zmzi&mte^ 4 ±yx) £Ji5£-r&^>f 

T77S10 2) „ CPU 2 l-tt, XCDH^$:m7J§|S2 7 ©^^IC^^iirSo 
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[0 0 5 4] 

CPU2 1&, Xf^^S6 3, S64{C&V%T, A#gP 2 6 £> AtJ& tlfc^ 
<41zyx1&mffimZmV&tiZ.£:*>K. ^-iflD^AX?- K£Jfc*J&fr„ CPU 
2 1lt X-r^S 6 5&CfcV>T, iifSgP 2 9 £ 1W»U A#£ tlfca.-- If Wt 

[0 0 5 5] 

9>f iz>XU— /14 fcJu 0 9 l:#ibTtItS <fc-Mc> a- ifID - 

Private Key) , $LT$lZ*<Dm®miZttfc-t (Public Key) 

JC», 9>f i2>X$r^#LT3^v% .Uf*;^S 1 1 2) . 
[0 0 5 6] 

X^y^S 6 6lCfcV>T, CPU2 1tt, ^>f -fe A 4 £ 9>f "fe 

2 8Kl«f&U ffittSit*. 
[0 0 5 7] 

U2in xf7ys6 8d», x^-^a&nff-r^o Aftl&lCkJ:, CPU 2 1 

[0 0 5 8] 
[0 0 5 9] 



1 3 
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^tfxffo X £ < <fc o iz-t 2> r £ %>nrfgT*&£ „ 

[0 0 6 0] 

mm3k&> V - XV-rrtJ *J - (Device Naode Key (DNK) ) £ 

[0 0 6 1] 

fcjfiTOttfcEHR (frStiSntf-EBK) , fxy^79Ml«, S^fx^7 
? MOT, -*CD9>f-fe>;*tca£:3v*T, $:CD-R{CfHli-r«. ifc^ 

PD (Portable Device) tCatf-'TS d £ # »rtgfclS!&> ^-f 

[0 0 6 2] 

^jKyxKmvmxbftfcmmmmzmv. mut. ^(D^^^^^z^m-t 

SERB {MWiit^—-fnv^) K&$Ltl2>m^fr£frX^Z>n>Tlsy*-lc$: 
m^'?2><DlZ&m& : rrt-4 X S - R3f-T*&-5 (012 $:#MbTi^tS) . 
[0 0 6 3] 

mz^ 09ffi7D-ff - hSrtlbT, @7©^7-f7> h 1 <£> ^ >f -fe > X 
Jfc##PIfC*hS V X mn £ *l £ 9 >f "fe > X -9- - A 4 CD ^ >f -k > ^fi^I IC o V * 

xmm-tz. r©#^-{cj3v%T%, 02©^7>f7> m 

[0 0 64] 

ZfS 1 0 1 iCfcV^T. 9>f-fe>^*— A4 ©CPU 2 1 ^5>f7>h 
»c3i<&, 7^tXUft^7^f7>hlC^lt, rL-iflD^AX^- K> M 
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[0 0 6 5] 

•eUt, A4 ©CPU2 1 7f>y^S10 3{Cfe^t, jtm 

[0 0 6 6] 

T.TVZfS 1 0 4 iCfcV^. ^-fir>^-9-~7t4 CDCPU2 1 its 

54 i^>^<Z)#^fF^$tlTV^-5^^C«, X-^y -/S 1 0 5 {Cat 
^ff^S 1 0 20^ST'^U^*tlfe^^-fe>^fM^'W#lC*fj^-tS^>f 

S 1 0 6lC;l5V^ CPU2 1« > -?-tf> =7 >f ir >X lC*ffS IT 1 0<£>DNK£ U - V ID 
£SP;i!§T£o £e>lc, x^y^S 1 0 7ic£v^ CPU2 1t£. Xfy^Sl 

[0 0 6 7] 

1 0 8lC&V^T, CPU2 1&, ^f>y^S10 7tljRUTO 
[0 0 6 8] 

#ctc zf^^s 109^, ^-Y-tr^x-tf— A4ocpu2 1 » % ^eo^-r 
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[0 0 6 9] 

110 IZIS^T^J ±y7,^--A4 (Z)CPU2 1 te, 7.^rvzfS 1 0 

) rasfccfcra^iit^ic, *5^y i o 2<Dmmx*mv&&nfczL 

* 11 l{CfeV>T, CPU 2 1 •aS&8tfS&^*T'*S. jyfclft&Cte. CPU 2 1 te, 51 

o 

[0 0 7 0] 

, CPU2 1J*, ai^-^S&H^fi-So ^flcflSJCtt. ^^±y^-A4<DC?\J2 
lit. M.f§f$2 9 IrM^IL/TT^t^ bttfe^7>f 7> h 1 IZttlsT* 

[0 0 7 1] 
[0 0 7 2] 

01 0&, g6©^f7^S 4 5 lC^^S^>f -fe>XJ€if^ai©#ifflS:^LT 
V^„ BI1 OCD^^^^S 1 3 lMXfy^S 1 3 5CD#t3S&, S70^f^ 



1 6 
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1 3 3lCfcV%T, CPU2 1WU !At5 7>f t>X Wj;<, 35$Tf£^ 
>f iz>;*©^-f iz>XID$:Ifty&tf 0 fbt, ^y^S 1 3 5 IC£V%T, CPU 

[0 0 7 3] 

Ts^rVfS 1 3 5 0M®lt:mLt, 7>ft>^-A4H ^M^-Scf: 
e>ic. ^M£:#*:$i^LT<3 (011 (DX^yz/S 153) „ ^^X\ *^>f 
T> M tf)CPU2 1 S 1 3 61C^VNT, ^>f •fe>X"b--/'?4 

^©^M^#$:iffeiC3iinb^»;-r<5o xry^si3 7t'CPU2n±, jgu:© 

y^Sl 5 4) „ fz:t% Xff ^"S 1 3 8 &C;I3VNT. ^7^f7> h 1 ©CPU 2 
lfcfc, 9>f "fe>^."9— A4 **&©4feM*fr*:fllt#U X^y^S 1 3 9 }CfeV>T 

. ^©^M^#&ia'i:§P2 8tct-eict3'i»$tiTv%s^-r§^-r-fe>x©^M 

[0 0 7 4] 

Suit JW_t©*^-f r> hi (D^^-^y^M^r^MlzMf^VX, ^J-ty 

^-A4^mn-t^^4ty^m.mmm^mvx\ f ^ 0 

[0 0 7 5] 

MtJK. Xf9/S 1 5 1 JCfcV^T, ^^f-fe>X-9— A4(7)CPU2 1 
[0 0 7 6] 

^fy^Sl 5 3{CfeV>t, CPU2 1&, ^-f -fe>X©JgifM#S:^#-r-5i: 
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[0 0 7 7] 

1 OOXfy^S 1 3 7©^iS-e^ XfV^S 1 5 4 

A4CDCPU2 ltt, %L&&ti&femgimzM}&~?Z>7 : -**:!£ 
J&U X^^^S 1 5 4 iCfcV^, ?^4ry 1 JcaH^i**. *^>f7>h 

[0 0 7 8] 

a> (Broadcast Encryption) ^^©iiOlK^-^T, X £ 5>f "fe >X© 

-BJiyU-flBftfcStl, fTS®y-7 (leaf) # 

[0 0 7 9] 

lC*fjSbT=3p-K0, Kl^, 3^@0/-FfCMlt^-KOOMKll 
1&4lWLM<0 J — Klc3tfSt/T3f — K 0 0 OBM^-K l 1 1 -^^tl^f 

j&^tirv^. fit, *rmc?)y- Ki:LT©u--7 (Wx;-K) 

^f-KO 0 0 OTSSK 1 1 1 1 ^*l-?*l*f/S£*lT V^, 
[0 0 8 0] 

PgJS#5t££nTV^fc#>, #I;U£, ^-KOOlOt^-OO110±fi® 
KO 0 1 ^r-KOO Ot^f-KO 0 l<D±$LO>*r-^ KOO 

£34xT^S. J^Tim^JC. =3f-K 0 0 £3f-K 0 1 tf>_L&tf>3r-«> KOt § 

[0 0 8 1] 
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^<z>;i/- h y - F£-e© 1 o©Ax©#y - Ktc#j»"t&*-T<Bfas*i<&. M 

2>*r-l$. 4-K 0 Oil, K001, KOO, KO, KR&-£tJ/\ c *© 
[0 0 8 2] 

^^©S'X^Alcfc^TW:, HI 3 Ic^SJiS J:?lc. ® 1 2 (DWMK^ 
-fe^^O^r-^^S^fctl-So 013 0Mt*H 872 473 2©©;-K^7 

A^y fit, zcDjtjT^v j - F©e>*>© i o®; - FfC 

4^y**mmir&i/XT2±£.LT<DTi/XTJ±timfetiftZ> 0 
[0 0 8 3] 

•r c:©T2/^-5 i A<z>y-KJ:yse>K:T©ieji©2 4s©y- Fic*r 

6*# (= 2 M =ffil 6 0 75) ©5>ftyxS:fflgt5ii:^ti. ££IC. 
«%TW©3 2«©IB»fc:j:y, *&4>jtf (= 2 32 =I!|4 0I) ©a— 
tSrt^T'tS. ftTI®3 2g®; - KtC^JS-TS^r-^ DNK (Device No 
de Key) fcHjEftb, * (DDMKttl&'t & IDffi V —7IVZ. £*lS 0 
[0 0 8 4] 

#f;UX^>9>ft>^«)^-tt, 6 4 (=8 + 24 + 3 2) f0#;-Ft 
^£n£Ax©ft© 1 olc^jS£*iSo -ny^i/v *m^ithfcny 

iryv*- liv *f/&-r 6 9 -f iz > x &c#j y ^ t £ ti & Mts - Fic*f 

lSi-£^-£^Ttt-JHb£;i%So _t&©Pg»©*-&, ^©ffiiSOT&cDPgJg 

<D^—^m^xm^it^n, ekb (Eisstiittits) fttcies^n 



ffiIE4# 2002-3008399 



#2001—094803 
^StlTV^DNKfc/SV^, ziyj-yV'T-* £ £ %lCgB*(?£*l& E KB (® 

[0 0 8 5] 

v^. mmv v -mm<Dm±mziz > jv- 1^-02 3 0 i^ssatstu jstf© 

•PWSKl'fcfcy - F*-2 3 0 2#i25£$*U *TJtCttU 3 0 

[0 0 8 6] 

i±t)!)^lMI@ (013 0it'H M=8) <Dffim<DS- K*^^rTU 7 
-K2 3 0 4 £LT|g5t£*l£c -tfcfrlpSgM^B© / - K©#^^#^^5=-zf 

JS*T©V-h\ U-.7tt, ^<D#^rJU le *i£ 5^ xicH-r^y- Ffc<fc 

[0 0 8 7] 

Mi«014©fMf@0 1^©;-K2 3O5{C{i^fd , J [*^UX^y 

bTtgJtStlS,, •r^fct), y-K2 3 0 5jeAT^ ^^UXr-fyi'^fd 
[0 0 8 8] 

M^e>iS[^Tfe©^S:i^^^^U F2 3 0 6£.LTWLfe-t 

srii^ts. hi 4©#9*ea:, a^rf u [^'Jxf>f'^] ;-F23o 
va^o ££>tc. -u-^-^dru F-e^>-5H^*MSi©y- F2 3 0 6j^tj-. 



2002-3008399 



#2001—094803 

3*1, zbK^&Tmz, : &mn2immttnmm<?>*i j r3v tz&znz cphs 

] ;-K2 3 0 8i:, im&mm 3 0 9#|g££ftT^£o 

[0 0 8 9] 

t>«lS#fir, 1f$§#&, $>SVNli*S^-9— IfX^®^ &m<d&& (z.nt>zm 

□ y* (EKB) S:4^LTl2#b, - FJ£*T©7*A>f ;UC*f bTtf)*fU 

[0 0 9 0] 

^d>^ (ekb) £&gtc£f&LT, n^y- FJ^TtcM-rs^A-rxicsa^ 
i-s^^oriBfc5&y, a^y- Fic«$&v^©#^=?y - ficm-tst 1 

[0 0 9 1] 

W;Ui, 01 2&c^£*i&y y-H^lc^v\T, 1 ytc^tiS 3 

o©fW0, 1, 2, 3 F*-£ LT&jt©^- K0 0. K0, KR£ 

-fc^wxo, l, 2, 3©^tcii#t^§ - ^^nrigh^s. &m 



2002-30 08399 



#2 001 — 094803 

fcUff-TSr t^<rAMX0, 1, 2, 3<D##^i<Z>=i>-r>y3f-tf> 
I8jt#«rtg |f^3>f >^^-K c o n ^ ; - K^ - K 0 0 t 
It-iHbbfc^En c (K00, Kcon) * y h 17- * LT^§ WiSB 
^^fC^LT^A^XO, 1, 2, SKlK*rr*lWU 5Vt>f;*0, 1, 2, 
3 •etl-^tlO^'f XlCjSVAT^-TS^y- K3f-K 0 0 *m^T 

Bir#Enc (K00, Kcon) ^V^n^f^^^r-Kc o nl:#§rt^ 
BTtg^fcSo Enc (Ka, Kb) &K b £ K a JC «fc o TWHMfc L fe^- 

[0 0 9 2] 

&£t$,&t IC&^T, f/HX3 0f|ft§iKO 0 1 1 ,K0 0 1 ,K 

£\ ^*iJ£m> (^/1-r^O, 1, 2, 3<Z)4Ol/->0 T*j£^fg£*i£ 

;-K*-KOOl,K00,K0,IRfc, ■etl-?tb«ffcJ&*tK (t) 0 0 
1,K (t) 00, K (t) 0,K (t) RlCHffU -xVI-fXO, 1, ZiZ^<D 
^ffi*r--&m7LZ>!&mtf$>Z>. ZlZl^ K (t) a a ate, iKaaaffittf^ ( 
Generation) t <Z>35$t ^-^feS d £ „ 
[0 0 9 3] 

IM^r-yny^ (EKB : Enabling Key Block) :/n y # 

ittf/u^o, i, 2tc^-r^r^ic<fcoT^f sti-So mmt* 

-zTUvV (EKB) It mi 2 iZj&i* £ $ &v z&v- 

feib^Ht^-fb^-lcioT^^ti^o ^frffc^f-^ny* (EKB) tt. 3f- 
Jgfr^ny? (KRB : Key Renewal Block) £ mtnt> Z\ £. %&£o 
[0 0 94] 

m 1 5 AlCatf ^frffc^-^ny* (EKB) K3f-<Z> Jiff 



ffiH4# 2002-3008399 



#2 001 — 094803 



015A©Mi±, ®1 2\Zm-tV V-m&tpafrt'i X 0, 1, 2lC;i3V'>T, W 

mi 2fr?>m*>frte£z>i^ f/u^o, ^/w*i&, jsify-K^- 

ilbTK (t) 0 0, K (t) 0. K (t) RMHT^iJ, ^A-f;*2tt, Jg 
$T/-F3f-hLTK (t) 001, K (t) 0 0, K (t) 0, K (t) Rjfi 

[0 0 9 5] 

mi 5 A©EKBlC^£;fl<5J:e>&C, E K B lC&^f&<Z>lt^>ffc^ *l£ 

0 mi 5 A©ftT^OBiHg-fl:3f-&, Enc (K0010, K (t) 0 0 1) t 
&5o rtltt7=/t-rx2©Spo';->'^-K 0 0 1 OKcfcoTHir-iHfcStlikJgfr 
y-K^P-K (t) OOlt'feU, •r : A>f^2«, g#OD^oy-7dr-KO 0 
10{Cj:ot^©P|fft^-5:t#U Jgffy-K^r-K (t) OOUfS^ 

t^T^s 0 m^iz£vmt=.^ffi;- k*-k (t) ooi^^vxt, gi 

1 5 AODT*^ 2mS©Bif#ib : ¥-E n c (K (t) 001, K (t) 00) # 

4t^rtg£fcu, Mff^-F^-K (t) oosfsitme. 

[0 0 9 6] 

PATmik> gfl 5 A(D±^e > 2^S©Bif#>fb^r-E n c (K (t) 0 0, K ( 
t) 0) ^t^tS^tt', 55if^-K^-K (t) 0##e>*l, rti5:fflV>T 
, 015A0±^P,lIg0m^-Enc (K (t) 0, K (t) R) 
K^-b^r-K (t) R##e>;ft£ 0 
[0 0 9 7] 

y- k^-ko o ottjgifi-^*f^ic^*tiT^^T, ;-ko, i# 

, M$t7- F3f-£LT&I^&tfm, K (t) 0 0, K (t) 0, K (t) RT? 

/-KO, 1&, fM^^-KOOOO, KOOOUffiV\t, 015 
AODJt^b 3^SCDBf#fb^-E n c (KOOO, K (t) 0 0) Sr^^-TSZl 
£T*3gtr/- F3P-K (t) OOML J^THS^ Ml 5A©±5ii>e>2g@ 
CDBgf^b^r-E n c (K (t) 00, K (t) 0) S:t^tS3i:T% 5S«f J ~ 
F^f-K (t ) 0 mi 5 Atf>_tfre> iaB0>WHHfc*-E n c (K (t) 

0, K (t) R) £«-S§-t-SZL£T% Jg$f;i/- h3f-K (t) R£#£ 0 £(Z>£ 
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[0 0 9 8] 
[0 0 9 9] 

mi 2izm*tyv-mm<D±GLm<Dj- k*-k (t) o,k (t) R©jggr 

#*MT-&U, /-F^r-KO 0©»<Z)Hif^!.a^MT^^#-&iC«, Ef 1 5 
BO^^fc^r-^ny^ (EKB) £fflV^3£T% 3Efr,>-F*-K (t) 0 
O&f/UXO, 1, 2lC@B^-r§r £#T'#£„ 
[0 10 0] 

El 5B(C^fEKBH M^-^^#^©^;V-^iCi3V^T^"r§fffe^3> 

'T#7l/-:/l*©T r A>f;*0, 1, 2, 3#&£!E£§^fls£ffiV^fc»K fffefc^ 
S03>r>7^-K (t) c o n#*&^T&S£^<5 0 10^^, f/U^O 
, 1, 2, 3©&it<Z>>>- R-KO 0 £3g$TLfcK (t) 0 0 £fflVMr$r£& 
^MCDMifn^^^^^-K (t) con^fitbtf-^Enc (K (t) 
0 0, K (t) c o n) i)K 01 5 BlC^$n-5E KB h £ fclCSWin**l<5o 3 

& v% ^_ # ^ L r ©gg;fc# «f|g £ & § o 
[0101] 

-t&t>*>. f/HXO, 1, 2SEKB^Ibt#fc^r-K (t) OO^ffl 
[0 10 2] 

0161C, t .flrjMCDa^S^y^-K (t) con^^l^bt, K 
(t) o o *m^Tmt~te&m(Dny^yy*—K (t) con^Bltftbfcf 
— *Enc (K (t) 00, K (t) con) t.. M 1 5 B IZtf? E K B t. £IB 
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[0 10 3] 

eii 6ic^-r<fce>ic % xavxo«, mmmmc&ffi-£tiT^2>-$kttm&<D 

EKBL g##&e>^e#>f&ii&LT^S>>- K^r-KO 0 0 £ffi^T, _t*£L 
fc£|i^©EKB#t3SlCJ:U, (t) 0 0S:^t§. ££IC, 5= 

/W*0&, «#L/feH«r/- K^P-K (t) 0 0£JBV>T, 35§r=i>^>y3f 
-K (t) con^tfbt, ^tC^n$:^M-r-2>fe«)lcS^^^^oU-7 

^-KOOO o-eBir-^>fbtT^-r<5o 

[0 10 4] 

HI Hzm^t^r-^Uy if (EKB) <D 7*- ?>y hM^m^* A-Pay 
6 0 1H mmt*--7Uv V (EKB) ©7t-i;3>5:^t»t^S. & 

m-rmm^n^. ?zf*n. mmt^--fuv^ (ekb) (dm^^a^^ 

(EKB) cfi©^- 6 0 6 tf>&g&^ ^ > # U , 9 
6 0 4tt#^gp6 0 iCDftM. m&ti<Jy& 6 0 5tt*i&6 0 8 ©^g^^-T/Jf 

[0 10 5] 
[0 10 6] 
[0 10 7] 

Hl8Tftt, f-^fcbt^CHi 5A7»«ifilfe^M*-^n*^ (EK 
B) £^f-t£#I£j?cl/TV^o ^(Z)^©^- # it. M 1 8 B (DmiZ^ir £ 3 IC 
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Enc (K(t) 0, K (t) R) 11 m 1 8 A iCj^-f Pgjg^ U -C^tfigP 
OlC^-TSo ?£©J£©-r-#tt:> Enc (K (t) 00, K (t) 0) T*2b V 

, ^u-iT'ttt&oD^-^c^^T^&ttP o o ic^-rso ^u-#^©m^© 

ClS^^tlSo {£ (L) * (R) £LTiS^$*i,5o 01 

8B0i±@0f-^Enc (K (t) 0, K (t) R) IZM^ £&gP0©£ 
TcA&gPOOlC&^-^tf&Stf)^ L#y= 0, ^iCtt^-^tf&VAtf)^ R 

» 

[0 10 8] 

*>f\t. ttm-fZ'r-fiE n c (Kxxx, Kyyy) t>K ZZ. 
lZ&mVT^Z<Dfr*i&?fc&lzMj£Zft&&(D'?:2b£o ^-^§P6 0 6 IZ&ffi 
§tl5^r-f-^Enc (Kxxx, Kyyy) • • • fcfc, #fc&£Hir#fl;£ 

Hi 5 T?Sfcf9!L <te>tc Hr^fc^-#lcM&3-frfcy- F • <iv*rv>? 

0 : E n c (K (t ) 0, K ( t ) R) 

O 0 : E n c (K ( t ) 0 0 , K ( t ) 0 ) 

000:Enc (K ((t) 000, K (t) 00) 

*fi-t2>mm^iz&^xim}kL<te^ 0 zljuc^u ±&vtc*>f*:3r-&n. 

[0 10 9] 

mnizm^X, EKB7*-77 hiZ-O^TtSt>\zmmirZ> 0 m& (Signal 
ure) 6 0 8H m^Jit^—^U^ 9 (EKB) &»f?L/fcffiIiLtf«t«3S"fe>* 
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m OK**--* 5) ^tf^ff-rs*^***?**. EKB5:glLfef^^tt 
, oTiE?3fc^#fc*-:70y* (EKB) »fJ##»ffLfc*» 

ft^nri' (EKB) ££58irr-5o 
[0110] 

019 K^£*l£<J:e>tC&£„ 
CO 1 1 1] 

zft&tniEjiz. 7>ft>xt-;u *^^7>fr> h i c^>r-fe>x^#fc^$ 

*l£ 0 ^-fiZ^XfCte. DNK#^i;*lT^£ (0 8) 0 H>^>^1±, 
y3r-KclZ& RlHHfcStlTfcy (Enc (Kc, Content) ) , =7>^>^^-Kc 
tt, h^r-KR(EKB^e>#&4XS^-T?&oT> 0 5 ICfcttS 3f- K EKBC tC ** 

m-t^)Vm^t^n (Enc (KR, Kc) ) , EKBilil^lC, ^it^M^ny^-y 
VlZttlMZftTt^JTy b 1 ic«t£*i£„ 
[0 1 12] 

01 9 (DMlZ&V ZEmzlt, MX-tf, 02 0lC^£*l-5J:5lC. DNK7?Hif^fc; 
h3f-KR#^;§;*lT^£ (Enc (DNK, KR) ) „ ^ot, i'7'f7> h 1 
tt, iz>XlC^£n£DNK£frjffil,T> EKB^^>;i/~ h^—KRSrfUS 3 

h3f-KR£Jj^T, Enc (KR, Kc) H > y -Kc£ 

tftSri:yi)^t> ri^^^^^r-KcSrffiVNT, Enc (Kc, Content) fr^Ziy 

[0113] 

Z\<D£$IZ^ ^J-ty*lZWlL$:mwnzmV%T2>Z~.£.KJ:V. 012 2:01 

5 ^m^xmmLf=.mmiz^x, m*<D?j-tyx<DV#-? (revoke) # 

[0 1 14] 
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ir > x ©*IE n if - & Bfrib -r £ 3 i: «Tfg ic & & 0 
[0 115] 

Slfc, 7^ft>^l:^- (DNKilU-^ID) ttM#©2 0)d^Mt5r 
£K£V (08) , ||BiP#^$:-r-g>^^^<. Z. £ # «Tfg 

[0 116] 

IE^#i:^li©fUMlcov^a, Bf2 8 © bn-*-*- h StiltMt 
£. 

[0 117] 

*l§^lC^VNTtt. 01 3 £#MUTM!bfcJ:e>{C, *rJ'J7- KfC^-f 
Vftftfo^VbtiZn"?. «$Ctf>DNK£ loffl (&«©) ^A-fXlC^fc-tirSz: 

[0 118] 

ic^^vnt, DNKitftMi^T^tiTv^ i zmm-tz^'Ctyx 

is. zkz)#-£\ ^A^rxDiii, n^^y i £n>^>^> 2 £VNe>, 

T^Z>vm*nm-?Z>teE It, ^A-rxic l^©DNK^^$:*fjcS:$^:5J;e> let 
[0 119] 

EI13lCfctt5, fltf.HU T I© 3 2 Pgf©^H#f © 1 O 1 O fC, Ef 
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2 2{c^$tiS^^f-fe>x^^iJU l £5>(±>Xj3mv 2 ^fiy^ts-i: 
[0 12 0] 

dry 1 Kite. ^>f -fe>vUD# 1 t'^5a>r>^ 1 £n>^>y 2 £*f*S£-t!\ 

tl^tl^L- Ifl fcn— 3*3 lC|i«StlTV>^ 0 
[0 12 1] 

o 

[0 12 2] 
[0123] 

_t£Eb£:J:5lC, #-n— if (^5-f7>M) SHIiEMi: bTC^-f 

~A*4 ^e>ft«f»Si:, *nizMfa'?2><&ffim<7)UmW (certificates) #Btffi$ 

*l£>. #n-iftt, ^(Dm&mZm^T. m& (signature) £fls/&U 

[0 12 4] 
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[0 12 5] 

**jic, ^.^y^s i 7 i ic^v>t, *^>ry> h i ocpu2 i », mmmz 

i 7 2{c^vnt, cpu2h±, x^^-^s i 7 i <DmmT*mv&&tit=.mmT- 

«, 3 ]£y Y0)n\£-mmmm. (CCD hObVjtf (Trigger) £lz& 

DJIBJftSiU 3>^> x y<D^-#(Z>4 3 C:II&&£;nT^<5CPU2 Kt ^ - # 

-*7-^^tftmsnfe*-&ictt, ^^^^"s l 7 3 jcit^, 

1 7 3©^tSl±X^r^y$tlSc 
[0 12 6] 

&{C, Xf*;7"S 1 7 4 ICfc^T, CPU2 1&, n^^^^lC^fJSUTSB^-r 
[0 12 7] 

Xf*;yS17 5 lCii», CPU 2 1 Xf'^S174 ©j^at-M 

VZfS 6 7) 

[0 12 8] 

Xr>y7°S17 6t, CPU2 1 «, B|f#>fb^#^2 4 fc^JWU 3>^S/<y3r 
[0 12 9] 

&{C, Xf>V 1 7 7 IC^V>T, CPU2 1fc£ > 77^f A/7*-?»; MC^t5 



3 0 
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[0 13 0] 

mmUfctf^-^J^?-£&&^. XrVfS 1 7 6tCfcV>T, CPU 
2 111 fcu-^y ^g|S2 5fC&#&U MAlt ATRAC3^JCJ:y 

[0 13 1] 

- ^lc^bTVN^ 0 Bt^b^tiTVASn^T 1 ^^ (E (At3) ) ^e>ttm^tifc^ 

(WM) i)K ziy^yy<D^ (^y#) iclH$S$*iT<^£ 0 

[0 13 2] 

VnM&m!& : kmisT^Z> B d<Z>#ttC&V^t*, n>^>^ID (CID) „ ^-f-fe 
>>UD (LID) , URL, fcJ:tftf>-#-V-^ (WM) £#tf\*y ^B»S *lT 
V^tffi, EKB, n>^>>y=*-Kc£;i,- b^-KR^Hf^ffcl,£^-# (Enc (KR, 
Kc) ) , (Cert) , /\y ^izm^^^^tlt^P ^ JVm^s (Sig (Heade 

r) ) , ny^yV^ny^yy^-TL^m^ithtc.^r-* (Enc (Kc, Content 
) ) , (Meta Data) J; tfv- * (Mark)#fH$i£*lT V^ 0 

[0 13 3] 

2 4 £.m2 5 lC^3*l£ J^fC. ZI^^^^CD^gPiliigtJlC, #*ft^cfBfi-f 
[0 13 4] 
[0 13 5] 



2002-300 8 399 
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m2 6it. mmmt:VT<D4kmmnmm(DMzmLT^2>. ^mmummiz. 

SIS. 4kmm^1i7%lZiStfZ>MUm (CA: Certificate Authority) 

^6 (070^f'y^S6 7) „ 
[0 13 6] 

^&tcjBv^y;i/:fy xa, £j:rK/\ o ^*-#, fg§EM (^-r-fe>x-tf--A4) 
y * - s> c » % uum fcbt®7>ft>^->'t4{cj;»j $ *i ^ 5 s * 
*m^x&!&-&tir=.7 : -$x2bz> 0 

[0 13 7] 

ro 0 0 oj f;U^i -efttf rooou tzn. f/H^i 5*efe 

fttf rn 1 ij ££ft£ 0 Z10D<fce>^IDlCS^5V%T> ^©-rrWX 

t* & & <z> tfft SU 3 ft & o 

[0 13 8] 

z<D£?iz, ny^yyzmm-t&ftiz&mte^J-ty**. ny^F-yy tit 

&MLXmifi~?2>&-0K-* ZZLtLK «fc y, 3>^>^®SB^^^*{C^ffcft-5r 
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[0 13 9] 

7*-7^03>f>5'^ 4 y&-%v bzfnsxmm-r&m&iztom^ sd 

MI (Secure Digital Music Initiative) ^{Ct§g^£*§llr{CfcVNT=feK n> 

f y v <DWftm zmm-t %> z. t. t & & 0 

[0 14 0] 

iCfcU, SDMI (Secure Digital Music Initiative) %k$& L l,X C0f%j£(DPl) (Por 
tabal Device) ^lc. ^ x y 7 T7 h b tc *J 1" -5 Zl t # nllg t 
[0 14 1] 

#cic i2 8®7D-f ^-h^fiit, ?^>f y> hi tumor^-fTy 

h (#J3-tf> pd) izMVxny^yy^^jcy 7T7 h-tz>m&<D$kmz-D\,^x 

[0 14 2] 

*tftc, 7s~rvzfs i 9 iic^t, CPU 2 i n K'rV* ;vm& 

x^^y^s i 9 2icit^ cpu 2 nt. umm^mmh, mum (^w 

lfcfc. ^J-ty*y--A4-frt>^J-kyx-9--rt4: <Dmmmizttfo-t2>&fflm%: 

02 6 5:#MtTSiiUfej:^[:, 7 s ISISM (9>f -fe A 
4) ©^^tcS^5v%T^StiT^y, ^>fir>xiJ— /^4©^|gii5:mvNT 
tftSZlil^fS. ££IC, CPU2 1&, M#<D^^i2-^^lC*fLT 
/vy ^W$££^#UTAy t/^-fit&mirt-£o ^UTCPU2 1«, 

-germ*. *vt-vte&m,2frt^ : b<Dx~&te^£Wfe-tz>o m^tf-miste 

[0 14 3] 
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^•zit% ^f'y^si9 3i:feVNt, CPU2 1&, ummft&mznT^te^ 

U-7IDCH2 6) IC«^T, EKB&fc£&;i ^tfT'^Sfr^fr fciS^r £ 
[0 14 4] 

V^. 0 2 9 lzmZtlZ>&t>lZ. fflXl*. 'J-7^-K10 0UftSfA 

*l£ 0 3©EKBti, ®2 9 lCfctf£^A>f fl OOlj & U >K- * fc#)lC 
, 3f-KR,K 1 ,K 1 0 ,K 1 0 0 ^JEff^ SEKBh&o T V^„ 
[0 14 5] 

riooij je*^©^T©U-7tt, S$T£*ifc;i/- h*- 

k (t) RiKfinifc^ss. -r&*>*>, K^-Koortfcicatfc* 

. HlHHfc^r-Enc (K0, K (t) R) dp- K 0 IC <fc o Tt^tS 3 £T% 
3?ff;i/-h^r-K (t) RSMtS^^ttS. 
[0 14 6] 

;-F^r-Kl l«T©'>l-7il 3g#r£*iTVN&W- 1 1 
£J9^T, Enc (K 1 1, K (t ) 1) & 7 - K3f-K 1 1 (CiottftSi 
£T\ H^-R^r-K (t) 1 l:Mt5ri:^t^So ££JC, Enc (K ( 
t) l, K (t) R) £^-F3f-K (t) nciottWli:t% Hfr^ 
- b*-K (t) R$:m#-rsr il^nrig^^So y- K^-Kl 0 lCTttU 

-^icov>T=fo, mmiz.-mffifr- b*c-K (t) Rfci^i-sci^Brtg-e&s 

o 

[0 14 7] 

££IC, U tf-^StlTV^^U-^-K 1 0 0 0 &^i-S-r/1>f X ri 0 
0 Oj te, ga©';-7^-K lOO O^Enc (K 1 0 0 0, K (t ) 10 0) 
&m#l/T, 7-F*-K (t) 10 0S:K#tS't^T't, ^*l£J^T3 



3 4 
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#2 001-094803 

[0 14 8] 

d*llC*fUT. ytf-^Stlfc^W* riooij tt. gB0'J-701t 
Jt<Z>3g$T>' - K3f-K (t) 10 0$:. EKB^aiCk *jm#-e^^V%C?)T\ JJgJSJ 

. 3£if;i/- h=3p-K (t) R^Mtsr fc#T?£jfev*. 

[0 14 9] 
[0 15 0] 
[0151] 

fliLtf, 02 9CDV-7 riooij ©ID (U-7ID) riooij 5: 

„ ru roj roj r i j ©4 tf y N n LT#3SU m±&¥y bfrbmfc. 

[0 15 2] 

ID riooij CD#_h^if v Yiti -e$>£frp>, 02 9 <z);p~ h^r-KR^e>^ 

ffiJlCJitfo EKBGDft^CD*?* (##0©*^) it. 0 : {0, 0} 

<z>x% j - k^t-k i icfc£*;*< r£#T-£S„ 

[0 15 3] 

r£lC. 7— K^f— K 1 <D~f&<DJ — FlzMtio ID riOOlj <D2#g©fcf;y 
h«0T*fe<S^e>^<J(!llC3i^o ##1 £>#^tt. £I©;-K^r-KO(?)Tfi0 



3 5 
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#2 001-094803 
?\%. #^2 Z.<DZ>f\$. mz 0\Zm-£tl& £olZ. 2: {0, 

[0 15 4] 

£e>tC ID riOOU <Z)3#S<Z>tf-/ MiOT*fe>K feMlCiitfo Z\(D£% 
% Kl 0©Tfi©f-*©*i^ti(^ (#f 3©*^) », 3: {0, 0} 

*-Kl 0 OtCfcif y#<£fc#T?S*. 
[0 15 5] 

$e>tc, ID riooij ©ftT^tfy Mii*e^*;> *{WlCHItfo ##4 0D^ 
;-K^-Kiu:Mn*©t^*j, k l o o©Tfi©f-^©f-f 

#^5©#**T'&£„ 5 : {0, 1} T*2bZ> 0 t£o 

T> ^{itfficii, ^-###£L&v^£&c&3 0 7 — K riooij 

K.\tt=.£VMttte^Z-iHZ&V. ID riooij tf)^/t>f;*te, EKBlCj:-635if 

[0 15 6] 

r*uc*fLT, U-:7^-k 1 o o o fc^-rs^rW xiDte, rio 

OOj ±^L^m^-i:^iC. EKBW©^^lCS^<EKBjI^3®5:tfe) 

;-K rioooj izfrifVM<z.Hi$T*gz>o ^t, id rioooj <d 

[0 15 7] 

®2 8lCMoT, CPU 2 Hi, X^VZfS 1 9 4 ©«SE«fe3gJC3lt5f§, §Ei?3» . 
[0158] 

-ttet>%. mz 6lZm^ti^>J:o^ lEiflc^ M#fUM# 
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#2 001 — 094803 

(Sig (Header) ) tftftSEStl*. Z.<D'Amm*m^T, 
£Sig (Header) LT#£ tlt^~ * (A>r>a<l) ®2 5lC^£*l 

5 Header^ y S/a05ft U T iHH £ ft /\ y S/affii: £Jt&-r£ Z. £T% 
» b T VN*U£> HeadertfqfcfiS *IT l^V^il fcflWW * 3 £ 5 

[0 15 9] 

*T-V7S 1 9 7lCfeVNT, CPU 2 ltt, Headertf&msnTV^J^fr&W 
W?Z>o XTVZfS 1 9 9 lCfcV>T. CPU 2 1 Hu #*-#'--7-*©tfeSE©*£ 
S»^JC-tt, X^V^S 2 O 0JC3ft», CPU2 1&, ^cc>y j^79 h^H^T-T-S 

[0 16 0] 

7."Tv-rs i 9 ncasvNT, 7 ; ^^;^^^&^#^Eb4v^i:fff^$tlfe^-a•> x 

S 1 9 5lCfcV^ ffiWS&EKB^ttSE-rSifc^^as^ofefcWfeStlfe* 
TV^£¥05t3*lfci§1§r> X^y^S 1 9 9lCi3l>T, ?*-*-V- 

[0 16 1] 
[0 16 2] 
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#2 001 — 094803 

[0 1 6 3] 
[0 16 4] 

[01 65] 
[0 16 6] 

^>f 1 *f#©II§£yc tf>M*©^ 
[0 16 7] 

Z<D*?-91ZIZ^ mZ-lt. 03 1 {C^tlS «fce>lC rL— if© ID (U-7ID) 
[0 16 8] 

se>ic v-^ictt, u-^id. m^*£7^*\ ^ffln^ni, ej:t?=itr- 
la Ut « © * * -fe - ^ ic s v % x s ft ? v % ;i/ & ft to s ti & . 

[0 16 9] 
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#20 0 1—094 803 

[0 17 0] 
[0171] 

?£JC BI3 2tf>^n-^- hS:#Mbt, n.— tF#^-fiz:v;*£HvMfco£ 
[0172] 

MtiJl^ ^f7^S 2 2 1 iCfe^T, CPU 2 1 A^J§P 2 6 £> ©n-if tf) 

So 

[0 17 3] 

X^y^S 2 2 2iC£v\T, CPU 2 1 It. ^--if^e>©A*SI$2 6 Sr/rbT© 
[0174] 

03 3 (DT.'rVfS 2 4 2) B ^Z1T\ X-^y^S 2 2 3 {CfeV>T> t^JTy 
hl©CPU2 1&, ^J±>XV-A4frb<DMffi<D&7ik$:%;ttMZ>£. dtlfc 

ffl^2 7icm^b> 
[0 17 5] 

■e©WWf*§*K:*^v^T, A;»2 6^^^-©W»T^$:A^-rSo 



3 9 
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[0 17 6] 

CPU2 1&, ^yZfS 2 2 4 IZ&^X. A*SP2 6}&^e>(DA*^c:^^V^T. 
^r^y^S 2 2 5lCjt» % ^-f-fe>Xi*— 7t4 iCT^M^^g!-;®*:^^ 
[0177] 

S 2 4 4) „ X^^/^S 2 2 6JCJ3V*T, £^>f T> Kl ©CPU 2 1 « 

, 7>ft>Xt-;t4^f)0Y-^^^K5i:, ^f>^S 2 7 7{CfeV\T, 

&ZL£{C&5 0 CPU21«, * y^-^#3€$r£4x£:^£:ic£ 

S0T% -5 s (02 5) *>35*rU fB#^tCgH#-rSc 

[0 17 8] 

tlT^&^£mfe£tlt=.m&. T.TVZfS 2 2 S\Z.m&. CPU2 1&, ii^^tl 

t^nm & t * l & v > 3 h ^ >r > x -9- - a 4 jcaBsn-r & = 

[0 17 9] 

3© <fc-5&*^>ry> M (ommizMi&LT. ^^^>^~A4it. 033 

[0 18 0] 

•t&t>%. MtJlZ^ yS 2 4 1 IC&V\T, 9>f -fe>X-9— /14 ©CPU 2 

ltt, *^>f T> hi ^&^>f iz>xHv>JfcU©M^#Si#£*iT<££: (03 
0O^fyyS 2 2 2) , ZL*l£^#m*.K Xt^V 2 4 2lCfcV>T-, 

*i&*^>r r> h i canrrs. 

[0181] 
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#2001—094803 

[0 18 2] 

^37?, Z/S 2 4 3 IC^T, ^>r-fe>Xif-A4 <£>CPU2 1 #5 

5 (@3 2©^f .7^S 2 2 7) „ 
[0183] 

X^^^S 2 4 3 1C£^T. 9 ^y^yy V 1 ^T^M^tf^StlTV^V 1 * 
[0 18 4] 

03 4tt, X^y^S 2 4 4 KjfcV^T, ^ >f i2 > X if— A4 frbt^'f TZs V 

-f©u-7iD. m^*?^ (own) , mmzv-yiDtmmmy^y** ? 

41Z>*V-St4<Dm&^Slzm^^T&&Ztlt=.T¥&)Vm&Sig s (Leaf ID., 0 
wn) V-^tffPSjfcStlTV^o 
[0 18 5] 

[0 18 6] 

3(D«fce>lCbT, 3>"?->^fc9-f -fefXfciHKU GgflS^fc^-f iz^XlC 
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[0 18 7] 

[0 18 8] 
[0 18 9] 

^L/T^<^M*^^o 3©M#cr>^MSJC^V%T, 035^03607 
[0 19 0] 

T, ?^-f T> M ©CPU 2 l tt, ^;i/-tf>^©*f^^$ti§^i:bT©e 

[0191] 

X^^^S 2 6 2 iC5t^ CPU2 1&. rL-if (DAJ3W> 2 6 jb> £© Ki3 
ziy^yWr-A2,KT>7*.7*L. ^7°S 2 6 3 lCfcV>T. X 

f>y7°S2 6 l©^ST^^$nfe|E^&3>^>>y-9--A3^32l#t-S^l.S 

[0192] 
[0 19 3] 



4 2 
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[0194] 

mm-?** 

[0 19 5] 

M%JK, T.'ry zfS 2 7 1 IC£^T, 3 >-r>y-!J-- A 3 (DCPU 2 1 It, 9^ 

-try h i •frbmmztiTgfruwmz&m-r&t.. ^>y^s 2 7 2ic^t 

[0 19 6] 

y-fr- ^3<z>ga'»aP2 8{c&, #92. tf, Bf3 7ic^£*i5J:e>lc. ^;i/-^#ic 

[0 19 7] 

03 nzmznzmx*},*. tr;i--7i<Dumm£VT. ummc 1 mmc 1 

4^#$tlTV^o 3tie>©|Ei»Cl lMC14fCtt, MtS^iilK 
pi ^IS K P14 A^ £ tvT V \ Z> o 
[0 19 8] 

P8«*£, ^;i/-^2©|E^#i:L,T. Wmmc 2 1 TJrMC 2 3 #^#£*lT;J3 
y , r *l e> «*f^t^^^liKp 21 73rSKp 2 3^ * tit V^ e 
[0199] 

fc^T, ^-Vfrb*(D?)V-7izm^&mmz^y^yy<Dfe&t>m&t$tiz> 

3>fW-A3lt 03 8©7D-ft- V\Z7ii^Wm*:nfi-t& a 
[0 2 0 0] 

**JK, Xf«y7'S2 8H:fe^t, A3©CPU2 1 tt, flHflt 

[0 2 0 1] 



4 3 
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#2001—094803 
r©ttSE«£31tt, 0 2 9 £03 0 £#MLTSifpi£n£J;e>lC> 3-mS§©IEI£ 
0 EKBli, 3>r>7f-A3 let), ^^-fe>X-9--A4^e>@H^$*VTV%-g> 0 
[0 2 0 2] 

2 8 2{C&V^T, n>f>n-/t3 ©CPU2 1 ^f'^S2 

8 3JC;J3V*T\ CPU2 1&, XTry-fS 2 8 2 ©#t38T»3B&3*lfc#«»©M! 
#©#^W*t7?3>'T'>yftiS:l©^b'r*. ttVfS 2 8 4 fC^V>T, CPU 2 

[0 2 0 3] 

®3 nzjFznj&tnv--? i <do*>. ummc 1 4#yaK-*s*iT 

[0 2 0 4] 

•t&fo*>, 03 goMtC&V^fc):, =r>^>yHKc*>\ EilCll©^i 
K pir M!#C 1 2 <Z>4*Hn*K pi2 , *fcl*SEW«C 1 3 ©^HUItKp^JC J: »J 

[0 2 0 5] 

n>5 t >^ , 9'— A3 ©03 8 testis Jc^^^-SI^M^LT. ziyfyyco 

[0 2 0 6] 

**JK1, Xfy^S2 9 HCfeV\T, Z^J-yy V 1 ©CPU2 1 tt v 
yt-^3*BI3 80Xf>y^S 2 8 4©^3g v e^bT^fezi>^>' v y$:, n 

ft3*l,TV^ (03 9) „ 
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[0 2 0 7] 

;*-5^y :7S 2 9 2 &C£^T> CPU2 1&, ^r^^S29 10j|llT' 
[0 2 0 8] 

03 9<DMlzjjkistiZ>ummc l i &h§^k p11 

[0 2 0 9] 

mm<D#m&* i«*ci2, ci 3Ktt&+&m%tK&\ l *x%ttt>ti&. u 

[0 2 10] 
[0211] 

J6Ultf)J:?fCLT, #M & SOl/ — — ^> ^-T^ICV ( Integer ity Check 
value) $rffiv>Tlc^;i/-^t^«rtg^^-5o /hmmom 

[0212] 
[0 2 13] 
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#2 001 — 094803 

[0 2 14] 

WeM\z, 04 lO7n-f^~hS:#Ibt|l!i0^7>f7> Mc-^-f -fe>x£ 
3 0 1lCfeV\T, ?^-f T> MGDCPU2 1 ^T 1 ? h*f^<Z>^-f -fe> 

So 

[0215] 

7£IC. X^^^S 3 0 21C&VXT. CPU 2 1 l±» ^x v 9 TV h*f#iCD^-f "fe 
[0 2 16] 

^£bT, X^y^S 3 O 3 iCfcVNT. CPU2 1J*, XT>y^S 3 O 1 0^IT' 
Sl#-Ifce>*ifc^:cy *y«7 MS8tN 1 TsT-VZfS 3 0 2©^3lT-^<frlfcib*l 
t^tt^vtrV hiafSCN 2 £&J£«U *Ttf MH«N 1 #***-x. 

[0 2 17] 

^xy^rfbHRNlj^,. x y * T b H«N 2 J: y * £ V^fc fl£ S 

;ft£:i§-£\ ^f'^S 3 0 4 lC*t*k CPU2 1fcfc, *B3MBff©^g (^aiy^rV 

v\tfxy^77 bMMt:ZtiX^Z>^^ ±> XimzttfcLXmm 2 8 
<D^xy h VX Metal! 

[0 2 18] 

#UC, 7^ry^S3 0 5^Cfe^^t, CPU2 1&, Xir y/S3 0 1 CO^MXM 
frJfcbnt^4t>X<D?-^y?TV hiamN 1^)15: 1 £tt>f U hiT 
£>„ Xf>y7'S3 0 6{CfeV\t > CPU2 1&, ^-f-feVX©* y «fe- $?lC3St5V* 
T, ICV£$t#tLl-£„ £(Z>ICVlC0V^ki:, 04 6MS5O^btf»tS 
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#2 001-094803 

[0 2 19] 

7*IC, X^ryzfS 3 0 7 fCfc^T, CPU 2 1 l$ % ^ x >y ? 7 ? h*f#£©^ iz 
*^y:7S 3 0 6©&«T?»|*3ftfcICV&, B#B#<D&li8#t&^ 

-5c Xr7^S 3 0 81C^V^, CPU2 1&, Xf7^S3O60^I 

g|S2 8 y ? U * h ^CfB^S-frSo 

[0 2 2 0] 

^f7^S3 0 3lc£v^ 'f'SLvVT*? MUSfcN 1 jtfS*^ x »y # T ? hO 
£#T*£&v^ ^rt\ x^^y^s 3 o 9 icii^. CPU2iii > ^-gtagSrH 

[0 2 2 1] 

#UC 04 2 CD? h5:#iLT, 04 IO^slvVTV bWm\Z& 

o 

[0 2 2 2] 

h"#*5^^-f t> hi) ic, 7 *-&aifrr&. r © y — 7 * - 

3 0 4 ICfcVNT, «3MW©*9>f 7> Mcj: y, 9>f"fe>;UDK: 
[0 2 2 3] 

X^yzfS 3 2 2 IZ&^T, CPU2 1&, *B##J<Z>?^>f 7> h 1 2^e> 
Bf 3*i£e7-f-&>x£ icv#, EKBfc «k £ % izmm 2 *iT ^ fetft^- 
, ^ftfeSMTT*. rOD^-f-fe>X. ICV, EKBfcJ:tfra»te> 04 

l©^f^^S 3 0 7©&&T*ffi#M<2^g^e>^m£*l££%©T*&5 0 
[0 2 2 4] 

TsT-VfS 3 2 3 jCfcV%T. CPU 2 1 &i % X^ V 7 S 3 2 2 ©^iT'ff Lfc 



4 7 
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#200 1—094803 

^>fi2>X, ICV, EKB^ Jt tffliEq§*fe, gB1tgP2 8 {Cfa^S-fr^c 
[0 2 2 5] 

Z>m&. ®4 3 07D-ft- hlC^^tlS^a^^ftSo 
[0 2 2 6] 

"Tfcfr*.. SlOd. X^y^S 3 4 1 KiS^T. V <7>tyy V 1 0CPU2 1 & 
o fit, TsTVZfS 3 4 2JC^V>T, CPU2 1&, IBUS 2 8 iCgBtiS *IT ^ 

So 

[0 2 2 7] 

X-r-y^S 3 4 3 (C£V>T, CPU2 1&, 7r>^S 3 4 1 ©Met 
*K VN;§;mL£*lfcICV£. Xf7^S 3 4 2©^SiCJ:U^m^^ 

^Cm^tlTVN^VNrtlC^So -ert% ^T7^S3 4 4tCff^ CPU2 1tt 

[0 2 2 8] 

r*UC*ft,T> X^^^S 3 4 3{C&V>T, 2o<DICV#-$:b&V^¥!l$££ 
5JC31#, CPU2 1&. m^-gtS^^-T^o -T^fc*>> Z<D£&. *<D^J 

iz > x £ M v ^ T =i y 7- y v £ S£ s z: i: # 7? £ & v \ z. £ iz z> „ 

[0 2 2 9] 

y^of-zLV >; <i y%g:WZ>#^^ yy hcD&Slc-o v>t, @44©7D-f^ 

[0 2 3 0] 

*tJlC, X^^S 3 6 1 IZtS^T. CPU2 lte. *B#$I0>^@ (^-f-fe>X 



tfJ!l4# 2002-3008399 



#2 001-094803 

>Mie<3D^>f •fe>X<Z>ID£^rr£o #ac, T.'ryZfS 3 6 2\Z&\\T. CPU 2 
1 », ^.^y^S 3 6 1 TJfc#3;ft£^xy *^>^<D^-fe>;*#, 

¥(f/£«U 04 KDX^y^S 3 0 8©&3lT*gai!i:£*l£lCV. U-^^r-, fc<fc 
tf^-f ir^IDlC^-^T^frtlSo i"^t>^>. Xf V V S 3 6 1 tgtff;* 

5>f-fe>XID, fc-fctflCW. ^xy^Ttf h h tflCfH-ES tl 

Tv^^^wjtsti, famstirv^ii'S-ici*. g^g^tf^-xy^T? h 

[0 2 3 1] 

6 3lC£^T. CPU2 1tt, *BfHW<Z)$!«©9->f -fe>X, EKB& J: CPiE9l#©fflBfe 

X, EKB£«fctm^#©ilff|&£H?rt£ (®4 5©Xf>y^S 3 8 3) . 
[0 2 3 2] 

■X^VJS 3 6 4{C;i3V*T. CPU2 1&, — .B^x y ^ 7? Mfe7>f "fe>X 
[0 2 3 3] 

ys 3 6 stcfcv^, cpu 2 1 *S3Mii!i<E>I£e&cffia>^ -f iz >X 

>*##£LfcV^-£lCH:, Xf^^S 3 6 5lCit#, CPU 2 1 tt, tf>^ 
g<Z)^xvy^>r>^^^LT©^x^^T^ hUX ^^Cfe^Sla'lt$:g!Il^t- 
S, ZLtUCjfrLT, Xf'y^S 3 6 4 1C£VVT> *B3Mffl<Z>^glC^x y h 

So 

[0 2 34] 

TsT-V^fS 3 6 2lC;J3V^ ^ x y > yMM h £ tlT v> £ ^-r -fe g 



miiE# 2002-3008399 



#2 001-094803 
, CPU2 1WU ^TVZfS 3 6 7izm&. -?t£t>t>, 3 

[0 2 3 5] 
[0 2 3 6] 

04 5 it. 04 4©7n-ft- hlzmZft&^j-tyxv)?-^ v 94 >#l>m 
[0 2 3 7] 

Xr'^S3 8 1tCfeWT, ^7-<7> b 1 ©CPU 2 1 fcju *B#$Jtf>^S (0 
4 4 ©7n-f^r- Mc^"f#! ! 3S£llfi 1 1-&*^-f T> t> 1 ) IZV - 7*—t* 

:/S 3 6 2tC;i3V^T, **lK:St5V*T, y * >f >*Mfctf)^>f ± >^<DMU^ 

[0 2 3 8] 

^T77 s S3 8 2(CfcV\T, ^=y^yy M ©CPU2 1 =ra=FMBJ<z>glMjb^ 

> Xry^S 3 6 3<DMMX^^±y^ EKBfc J:^^*©^?:!^ bT < 
So ^^1T% Zi&m&Z&m^fem^ ^f'^S 3 8 3&Cat#, CPU2 11*, 
^>f-fe>*, EKB^J;^IE9!#$:g!Il^i-So -T&fc)*., rtUCfcU. d©*^ 

s 3 6 4<Dmmiz£ y, fi^r^KiaRNi^ iew^u j*>K3*i£ 

[0 2 3 9] 



m§E# 2002-3008399 



#2 001-094803 
ICV0M^&oTVx£^(a3lftlCj:*K ^-x.y>?4 

[0 2 4 0] 
[0 2 4 1 ] 

- >T>^^U^-f -^x**ft (ICV) ££j&bT> ^>f -fe>XlC*f-jS#^T, 
[0 2 4 2] 

^-r -t ^*i> 5^ -r^vvm (icv) it Mx.tf^-f -fe>;*ic 

^*/^£':x»»&ffiV* , r#f-J*3*U ICV=hash (Kiev, LI, L 
2, • • •) iZ&^TmnZtlZ* Kicvl±ICV4^-t^ 0 LI, L 

2«^-r-fe>^©##T$>y, 5>f t>^©isti0^ yfe--^«e«F# (m 

AC : Message authentication Code) jb^M$tl-5o 
[0 2 4 3] 

DE Slf#&3#j££MV>fcMAC«£j£W&®4 6 iZjjk-t. 04 6 ©ftJ&tC 
^ » ; t-S?&MK M2, • • • „ MNi:tS) , £f\ OTffl (IV) iiMIS: 

I 1 £DE SBt#>fbS2 4 - 1 B tCA*U H (J£*T* KUtS) &mVNTHgr# 
ft-tS (ffl*fcEUt5) c ffiVX. E 1 feJ:t>*M2 S:^#g|S2 4 - 2 AJCJ: 

»; 3Mfittt&3If& U ^-©m* I 2 £DE SB£-iHt8l5 2 4 - 2 B^AtU iKl§: 
M^THH^ffc-r* (.m*E2) o &>T. ZtlZWiVMls. £:T<D*y1z-VizM 

Lxm^Mm^m-t. de sm-%itB2 4 -NB^bs&icmr^fcENtf* * 

* — S?88flI8H3' (MAC (Message Authentication Code) ) £te& 0 



5 1 
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[0 2 4 4] 

^>f i2>X©>f >7^U^-f (ICV) 

•fe>^^^ic^bfe i cvi:, mr^^^^y^K^^x^.mvt=: i cv 

, I CVtfMfctUS, W^ofcfcflilStiS. 
[0 2 4 5] 

>>fiz>:*©>f >5^U^>f •^ai^^'IS (ICV) £jfc*-T?&SK 

i c v ^ji^(Z)^^fc^-^n^^ic<fcoT^#-rs^jcovATfiw-r-g> 0 -r 

*V9*L (ICV) »-fclfcMT^5. 
[0 2 4 6] 

m*-Ki c v&mmt^-^uy? (ekb) ic^oTBH^-rs^M&^-r 
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